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[TamsaTKa 1J1s1 00y4aromuxcst 00
MH(QOPMAIIMOHHON 0€30ITaCHOCTH

Hean3a

Bcem monpsir coo01maTh CBOXO 4acTHYIO HHGOpMAITHIO (HacTOsIIHE UMs, paMIITuIO, TeledoH, aapec,
HOMEp ILIKOJIbI, a Takke oTorpaduu CBOU, CBOEH CEMbH U APY3€il);

OTKpBIBaTh BIOKEHHBIE (ailsibl 3JIEKTPOHHON MOYTHI, KOTJa HE 3HAeIIb OTIPABUTEIIS;

['pyOuTh, mpuanupaTbCsi, OKa3bIBaTh 1aBJIEHHE — BECTU ce0s HEBEKIIMBO U arpPECCUBHO;

He pacniopsixaiicst ieHbraMu TBoei ceMbu 0e3 pa3peleHus CTapIInX — BCera CcrpaiinBai
poauTeneu;

He BcTpeuaticsa ¢ UHTEpHET-3HAKOMBIMHA B pEATBHON KU3HU — MOCOBETYMCS CO B3POCIBIM,
KOTOPOMY JI0BEpSICILIb.

OcTopoxkHo

He Bce numyT npasay. Yurtaeus o cebe Henpasay B IHTepHeTe — cOOOIIN 00 3TOM CBOUM
POIUTENSIM WU ONIEKYHaM;

[Tpurnamaror nepenucriBaThCs, UrpaTh, 0OOMEHUBATHCS — MPOBEPD, HET JIU MOABOXA;
HeszakonHnoe konupoBanue (aiinoB B IHTepHETE — BOPOBCTBO;

Bcerna paccka3sbiBaii B3pociibIM 0 podemMax B CETH — OHM BCET/a TOMOTYT;

Vcnonb3yit HacTpoiKK O€30MaCHOCTH U MPUBATHOCTH, YTOOBI HE TIOTEPSATH CBOM AKKAYHTHI B
COLICETAX U JPYTuX rnoprajiax.

Mo:xHo

YBaxail Ipyrux moyib30BaTeNei;

[Tonb3yembes MHTEpHET-UCTOYHUKOM — JI€JIall CCBUIKY Ha HETO;

OTKpBIBali TOJIBKO T€ CCBUIKH, B KOTOPBIX YBEPEH;

OO0m1aThest 3a MOMOIIBIO B3POCIIBIM — POAMTENH, ONEKYHbI M aIMUHUCTPALHS CAaliTOB BCeraa
HOMOTYT

Hughopmayuonnas namamka 01 00yuaromuxcs 01 pazmeuieHus Ha OYUUUAIbHBIX UHMEPHEN -
pecypcax

C KaXXIbIM TOAOM MOJIOACKHU B HMHTCPHETC CTAHOBUTLCIA 60J'IBH_I€, a IIKOJbHUKH OJHHU H3 CaMbIX
aKTUBHBIX MOJb30BaTENCH PYHCTa. Memz[y TEM, IIOMHUMO OI'POMHOI'0 KOJHUYCCTBA BOSMO)KHOCTeﬁ,
HHTCPHCT HECCT U HpO6J’ICMLI. JTa mamMsaTKa JO0JI’KHA TIOMOYb TeOe Oe30macHo HaxXOJHUTbLCA B CCTH.

KoMmnbroTepHbie BUPYCHI

KoMIBIOTEpHBI BUPYC — 3TO Pa3sHOBUIHOCTb KOMIIBIOTEPHBIX IPOrpaMM, OTIUYUTENBHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCSI CIOCOOHOCTh K Pa3MHOXKEHHUIO. B omonHeHne K 3ToMy, BUPYCHI
MOTYT TIOBPEIUTh WM TIOJHOCTBIO YHHUYTOXUTh Bce (ailibl M JaHHbIE, MOJKOHTPOJIbHBIC
H0JIb30BATEN0, OT MIMEHH KOTOPOro Oblla 3alyllieHa 3apakKeHHas INporpamMma, a Takke HOBPEIUThb
WIN JJa)Ke€ YHUYTOXKUTH OINEPALMOHHYIO CHCTEMY cO BceMM (aiimamu B menoM. B GonbimmHCTBE
CJIy4aeB PacIpOCTPAHAIOTCS BUPYChI YEPE3 UHTECPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX POrPaMM:
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Hcnonb3yii coBpeMeHHbIE ONIEPallMOHHBIE CUCTEMBI, UMEIOILUE CEPbE3HBIN YPOBEHb 3aLIUThI OT
BPEJOHOCHBIX IIPOrpamwm;

[TocTosinHO ycTaHaBnuBai mauT (UKU(GPOBbIE 3aIUIATKH, KOTOPbIE aBTOMAaTUYECKH YCTAHABIUBAIOTCS
C 1eJbI0 JJOPaOOTKHU MPOrpaMMBbl) U Ipyrue 0OHOBJICHUS CBOECH orepannoHHoM cucteMbl. CkaunBai
UX TOJIBKO C 0(uImanbHOTO caifta pazpadorunka OC. Ecnu cymecTByeT peskuM aBTOMaTHYECKOTO
OOHOBJICHUS, BKJIIOYH €T0;

PaboTaii Ha cBOeM KOMITbIOTEpE O] TPaBaMH MOJIb30BaTENs, a HE aAMUHUCTPATOpa. JTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX ITPOrpaMM WHCTAJTUPOBATHCS HA TBOEM IEPCOHATLHOM
KOMIIBIOTEPE;

Hcnonp3yil aHTUBHPYCHBIE TPOIPAMMHBIE TPOAYKTHI U3BECTHBIX POU3BOIUTEIIEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

Orpanunub (HU3HUECKU JOCTYI K KOMIBIOTEPY ISl TOCTOPOHHUX JIUIL;

Hcnonp3yil BHEITHUE HOCUTENN MHPOPMAIIMU, TaKue Kak (Iemka, JUCK Win (ailll u3 HHTepHeTa,
TOJIBKO U3 IPOBEPEHHBIX HCTOYHHUKOB;

He oTkpeiBaii KOMIIbIOTEpHBIE (ailiibl, MOTyuYeHHbIC U3 HEHAIEKHBIX HCTOUHUKOB. Jlaxe Te (ailibl,
KOTOpPBIC TIPHUCIIAN TBOW 3HAKOMBIH. Jlydille yTO4HM y HEro, OTIPABIISII JIK OH TeOe hX.

Ceru WI-FI

Wi-Fi — 3T0 He BHJI mepenayn JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeHa, Mapka. Eme B 1991
TOAy HUAEpIaHIACKas KommaHus 3apeructpupoBana Openn «WECA», dyro o0o3nagano
cinoBocoueTanue «Wireless Fidelity», KoTopslii mepeBOAUTCS Kak «OECIPOBOIHAS TOYHOCTHY.

Jlo Hamero BpeMeHH Aoluia JIpyras abOpeBHaTypa, KOTOpasi sSBISETCS TaKOH )K€ TeXHOJIOTHUeH. DTo
ab0peBuarypa «Wi-Fi». Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha CTaHIAPT BBICIIECH 3BYKOBOM
texuuku Hi-Fi, 4T0 B epeBoie 03HaYaeT «BHICOKAsI TOUHOCTH.

Ja, OecrmaTHeIi MHTEpHET-IOCTYH B Kade, OTeIsIX M a’pornoprax sBIAETCS OTINYHOM
BO3MOXXHOCTBIO BbIXOJia B MHTepHET. HO MHOTHE SKCHepThl CYMTAIOT, YTO obuienoctynHbie Wi-Fi
CETH He SIBIISIOTCS 0€30I1aCHBIMHU.

CoBeTbl 110 6€30MaCHOCTH PAa0OTHI B 00MIEIOCTYIHBIX ceTsix Wi-fi:

He nepenasaii cBoro nmuunyto nHpopmanuto uepes odmenocrynusie Wi-Fi cetn. PaboTas B HuX,
JKEJaTeNbHO HE BBOJUTH MAPOJIH 10CTYNA, JOTUHBI U KAaKHE-TO HOMEpa,

Vcnonb3yit 1 0GHOBIISIM aHTUBUPYCHBIE MPOrpaMMbl M OpanaMayep. Tem cambIM Thl 00€30Macullb
ce0st OT 3aKa4Ku BUpPyca Ha TBOE YCTPOWCTBO;

[Tpu ncnonszoBanuu Wi-Fi otkimoun Gynaknuto «O0muit toctyn K ¢aitnam u npuHtepam». JlanHas
(byHKIHS 3aKphITa 10 YMOJTYaHHUIO, OAHAKO HEKOTOPHIE TIOJIB30BATENIN aKTUBUPYIOT €€ [Tl yI00CTBa
MCTIOJIb30BaHUs B paboTe i y4debe;

He ncnonwzyit myonuunsiii WI-FI qjis nepeaun TuYHBIX TaHHBIX, HAPUMEP JJIs1 BBIXOJIA B
COLIMAJIbHBIE CETH WIIM B AJIEKTPOHHYIO MOYUTY;

Ucnone3yit Tonbko 3amunienHoe coeaunenue uepes HTTPS, a ue HTTP, 1.e. npu Habope BeO-
azipeca BBOJIM UMEHHO «https://»;

B MoGunbHOM Tenedone otkmoun pynkmio «[loakmouenne k Wi-Fi aBromatuueckn». He
JIOITyCKall aBTOMaTUYECKOr'o MOAKIIIOYEeHHUs yCTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.

CounajbHblie ceTH

COI_II/IaJ'H)HBIe CCTU AKTHBHO BXOAAT B Hally XW3Hb, MHOI'MC JIHOAU pa60TaIOT U JKUBYT TaM
HIOCTOSIHHO, a B Facebook yke 3aperncTpupoBaH MIJUIHAPA YEJIOBEK, YTO SABJISETCA OJHOW CeAbMOMN
BCEX JKUTEJeH IIaHeTbl. MHOTME MOJbh30BaTeIM HE MOHMMAIOT, YTO MH(pOpManus, pasMelieHHas
UMH B COLMAIBHBIX CETSIX, MOXET OBITh HaileHa M UCIOJb30BaHA K€M YroJHO, B TOM YHCJIC HE
00s13aTeNBHO ¢ OaruMyu HAMEPEHUSIMH.
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OcHOBHBIE COBETHI 10 0€30MaCHOCTH B COUMATbHBIX CETSX:

OrpaHuyb CIIUCOK JIpy3ei. Y Te0s B APY3bsiX HE JTOJKHO OBITH CIIy4alHBIX U HE3HAKOMBIX JIFOJICH;
3amuinaii CBOI0 YacTHYIO )KU3Hb. He ykaspIBaii mapoiu, TenedoHbl, aapeca, 1aTy TBOSTO POXKICHHS
U IPYTYIO JTUYHYI0 HHPOPMALUIO. 3II0YMBIIUIEHHUKH MOTYT HCIIOIB30BATh Aa)Ke HH(POPMAIIUIO O
TOM, KaK Thl U1 TBOM POJUTENH IUTAHUPYETE POBECTH KAHUKYIIbI;

3amuInaii CBOIO peryTauio — JSPXKH €€ B YHUCTOTE U 3a7aBaii ce0e BOIPOC: XOTeN OBl ThI, YTOOBI
JpyTHUe MOJB30BaTEIH BUACITH, YTO ThI 3arpy>kaems? [logymaii, mpexae 4em 4To-TO OImyOJINKOBATH,
HaNKcaTh U 3arpy3uTh;

Ecnu Tl TOBOpUIIB C JHOABMH, KOTOPBIX HE 3HACIB, HE UCIIOIB3YH CBOE peaibHOE UM U JPYTYIO
JUYHYIO HHPOPMAIIMH: UMSI, MECTO JKUTEIbCTBA, MECTO y4eObl U MpOYEe;

N3zberaii pasmenienus potorpaduii B IuTepHeTe, rae Thl H300paykeH Ha MECTHOCTH, TI0 KOTOPOM
MO’KHO ONPEJEIUTH TBOE MECTOIOJIOKEHHUE;

ITpu peructpauny B COUMAIBHON CETH HEOOXOAMMO MCIOIb30BaTh CIOXKHBIE MAPOJIU, COCTOSIIUE U3
OykB 1 U(p U C KOJIMISCTBOM 3HAKOB HE MEHEe §;

JIJ1s conManbHOM CETH, TTOYTHI U IPYTUX CAHTOB HEOOXOIMMO HCITOJIb30BaTh pa3Hble mapoiu. Torma
ecyiu Te0sI B3JIOMAIOT, TO 3JI0YMBIIIICHHUKH TOTYy4YaT JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE

cpasy.
DJIeKTPOHHbBIE JeHbI' U

DNEKTPOHHBIE IEHBI'M — 3TO OYEHb YAO0OHBIN CrI0CcO0 TIIaTeXei, 0HAKO CYIIECTBYIOT MOILIEHHUKH,
KOTOPBIE XOTST HOJYYUTh ITH JEHBIU.

SJICKTPOHHLIC JACHBI'M MOABUJIMCH COBCEM HEIABHO U MMCHHO H3-3a 3TOT'O BO MHOI'MX IroCyJapCTrBax
J0 CUX ITOP HE IPOIKMCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (GYHKIIMOHUPYIOT MU O HUX YK€ MPOMHUCAHO B 3aKOHE, IJIE MX Pa3JeisaioT Ha
HECKOJIbKO BUIOB — AHOHUMHBIE M HE aHOHMMHBIE. Pa3Hula B TOM, YTO aHOHUMHBIE — 3TO T€, B
KOTOPBIX pa3pemiaeTcs MPOBOIUTH onepalriy 0e3 UIeHTU(PUKAIINY TT0JIH30BaTeIIsl, 2 B HCAHOHUMHBIX
UACHTU(DUKAINSA TTOJIH30BATEINS SIBJISETCS 0053aTEIHHOM.

Taroke cieayeT pa3nuuaTh dJIEKTPOHHBIC (pUaTHBIC JAEHBIU (PaBHBI TOCYJAPCTBEHHBIM BAaJIIOTaM) U
AIEKTPOHHBIE HEHUATHBIE IEHBTU (HE PaBHBI TOCYIAPCTBEHHBIM BATIOTAM).

OcHOBHBIE COBETHI 110 0€30MacHOi paboTe ¢ IEKTPOHHBIMU JIEHbIAMU:

[TpuBsixku K cueTy MOOMIIBHBIN TeneoH. DTO camMblil y0OHBINH U OBICTPBIH CIOCOO BOCCTAHOBUTH
nocTym K cuety. [IpuBs3annbil TenedoH MOMOXKET, eciti 3a0y/1elIb CBOM TUIATEKHBIN MapoJh MIIH
3aiijielib Ha CalT C HE3HAKOMOTO YCTPOMCTBA,;

Hcnone3yit ogHopa3oBsle nmapouu. [Tocie nepexonia Ha yCUIEHHYIO aBTOpHU3aLuio TeOe yxe He Oyaer
yIpoKaTh ONACHOCTb KPayKU MM NEPEXBATa MIATEAKHOTO Mapois;

Bri0Gepu cinoxxHbIi apoib. [IpecTynHukam OyaeT He MPOCTO yrajaTh CIOXKHbIN maponb. HagexHble
HapoJid — 3TO MapOJIH, KOTOPBIE COAEPKAT HE MEHEE 8 3HAKOB U BKIIFOYAIOT B €051 CTPOUHBIE U
NpoIUCHbIE OYKBbI, IU(PBI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK J0J1apa, GyHTa,
BOCKJIMLIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

He BBOAM cBOM JIMYHbIE JaHHBIE HA CaliTaX, KOTOPbIM HE JI0BEPSEILb.

JJIeKTPOHHAS MOYTA

DJEeKTpOHHAasi MOYTa — 3TO TEXHOJOIMs M INPEAOCTABISEMbIE €K YCIYI'M IO HEepechlIKe U
HOJIY4YEHUIO JIEKTPOHHBIX COOOLIEHUH, KOTOPbIE PAaCIpeAEsIOTCS B KOMIIBIOTEpHOU ceTu. OObIUHO
3JIEKTPOHHBII MOYTOBBIHN SAIIUK BBITTISIANUT CIEAYIOIINM 00pa30M: UMsI_IOJIb30BATENA(@WHUMS_TOMEHaA.
Taxoke Kpome repeauu MpoCcToro TeKCTa, UMEeeTCs BO3MOXKHOCTh TepeiaBaTh (hailibl.
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OCHOBHBIE COBETHI 110 O€3011acHON PaboTe C AMEKTPOHHON MOYTOM:

Hazno BeIOpaTh npaBUIIbHBIN TOYTOBBIN cepBHC. B HHTEpHETE €cTh OrpOMHBII BEIOOP OECTIaTHBIX
IIOYTOBBIX CEPBUCOB, OJIHAKO JIyUllle JOBEPATH TEM, KOI'O 3HAaellb U KTO MEPBbIA B pEUTHHTE;

He yka3piBaii B TMUHOM MTOUTE JINIHYIO HHPopMaIio. Hampumep, srydine BpIOpaTh
«MY3bIKaTbHBINA _(paHaT@y» wim «pok2013» BMecTo «Temal3y;

Hcnonp3yil IByX3TanHy0 aBTOPU3ALNI0. DTO KOIAa IOMUMO HapoJisd HY’KHO BBOJUTH KOJ,
npuchlUiaeMblil mo SMS;

Br10epu citoskHbIN TTapodib. J{Js Kak10ro TOYTOBOTO SIIIUKA J0HKSH ObITh CBOM HAJICXKHBIMH,
YCTOMUYMBBIN K B3JIOMY IapOJib;

Ecnm ectb BO3MOKHOCTh HAIIUCATh CAMOMY CBOM JIMUHBIN BOIPOC, UCIOJIb3YH 3Ty BO3MOKHOCTB;
Hcnonb3yil HECKOJIBKO MOYTOBBIX SILIMKOB. [IepBBIil 17151 4aCTHON NEPENUCKU C aJpecaTaMu,
KOTOPBIM ThI JOBEPsIEIIb. DTO ANEKTPOHHBIN aipec HE Ha/l0 UCII0JIb30BaTh P PErUCTpallii Ha
dbopymax u caiTax;

He oTtkpeiBaii (haiinsl 1 Apyrue BIOKEHUS B IMChbMaX, Ia)Ke €CITM OHU TMPHUIILTH OT TBOHUX JIPY3CH.
Jlydiie yTO4HU Y HUX, OTIIPABIISUIN JI OHU TeOe 3TH (ailiibl

[Tocne okonvyanust paboTHI HAa TTOYTOBOM CEpPBHUCE MEpeI 3aKPHITHEM BKJIAIKH C CAUTOM HeE 3a0yab
HaxaTh Ha «BbIiATN».

KubepOymuHT niin BUPTyalbHOE H3/1€BATEILCTBO

KubepOymmHr — mpeciegoBaHue COOOIICHUSAMH, COJEpKAIIUMU OCKOPOJICHHS, arpeccuio,
3allyrMBaHUE; XYJUTAaHCTBO; COIHUAIBLHOE OOMKOTHPOBAHUE C MMOMOIIBI) Pa3IUYHBIX HHTCPHET-
CEpBHCOB.

OcHoBHBIE cOBeTHI 110 00pb0e ¢ KHOepOyNINHIOM:

He Opocatics B 60#. JIyummii cioco0: mocoBeTOBaThCS KaK ceOst BECTH U, €CJIM HET TOTO, K KOMY
MOYKHO OOpaTHTHCS, TO BHAYaJIe YCIIOKOUThCS. ECIIU ThI HauHEIb OTBEYaTh OCKOPOJICHUAMU Ha
OCKOPOJIEHUS, TO TOJIBKO ellle OO0JIbIIE PAa30XIKellb KOH(IIMKT;

VYnpasistii cBoelt kubeppenyranuei;

AHOHUMHOCTb B c€TH MHMMas1. CyIIeCTBYIOT CIIOCOOBI BBIICHUTb, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

He crout BecTn Xynuranckuii o0pa3 BUPTyallbHOU XU3HU. IHTEpHET (PUKCUpYyeT BCe TBOM JCHCTBUS
U COXpaHSET UX. Y IaIUTh UX OyJeT KpaiiHe 3aTpyAHUTEIbHO;

Coburo1alt CBOIO BUPTYaIbHYIO YECTh CMOJIOAY;

Urnopupyit equHn4HbIH HeraTHB. OAHOPA30BbIE OCKOPOUTENbHBIE COOOIICHUS TyqIie
urHopuposatb. OOBIYHO arpeccust MpeKpamaeTcs Ha Ha4aIbHOM CTaIny;

ban arpeccopa. B nporpamMMax oOMeHa MrHOBEHHBIMH COOOIIIEHUSIMH, B COITMAIBHBIX CETSIX €CTh
BO3MOXHOCTb OJIOKUPOBKH OTIIPABKU COOOIEHHH C OIPEAETICHHBIX aJpeCcoB;

Ecnu 161 cBuzerens kubepOysunra. TBou neiicTBUS: BBICTYIUTH IPOTHUB IPECIIEI0BATENs, T0Ka3aTh
€My, YTO €ro JIeHCTBUS OLEHUBAIOTCSI HETATUBHO, MOJIEPKATh XKEPTBY, KOTOPO HY>KHA
MICHXOJIOTHYECKasl TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpeCCUBHOTO MOBEJICHHUS B CETH.

MoOunbHbIi TesiedoH

CoBpemeHHbIe cMapT(OHBI U IJIAHIIETHI COAEPKAT B ce0e BIOIHE B3pOCbII (PYHKIMOHAI, U TENEPh
OHU MOTYT KOHKYPUPOBaTb CO CTALIMOHAPHBIMHM KoMIIbloTepamMu. OIHAKO, CPEACTB 3aLUThHI IS
NOJOOHBIX YCTPOMCTB MOKa 04eHb Majio. TecTHpOBaHUE U MOUCK YSI3BUMOCTEH B HUX IMPOUCXOIUT HE
TaK UHTEHCUBHO, Kak [yt 1K, To xe camoe kacaeTcsi U MOOMIIBHBIX ITPUIIOKEHUH.

CoBpemeHHbIE MOOWIIBHBIE Opay3epbl yXe MPaKTUYeCKH JOTHAINM HACTOJbHbBIE AHAJIOTH, OJHAKO
pacupenye (GyHKIMOHAIA BI€YET 32 COOOM OOJIBIIYIO CI0KHOCTh U MEHBIIYIO 3aIUIIEHHOCTb.
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Jlanexo He Bce MPOM3BOIMTENN BBITYCKAIOT OOHOBJICHHUS, 3aKPHIBAIOIINE KPUTHUYECKHE YSI3BUMOCTH
JUISL CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI [T 0€30TTACHOCTH MOOHMIILHOTO TenedoHa:

Hwuuero He siBisieTcs nmo-HacTosmeMy OecrutaTHbIM. Byib ocToposkeH, Beab Koraa Tebe mpeanaraoT
OecIutaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IUIATHBIE YCIIYTH,

Jymaii, mpexne yem oTnpaBuTh SMS, poTto nnm Bumeo. Trl TOUHO 3HACIIB, IJI€ OHU OYIyT B
KOHEYHOM HTore?

Heo0xo0aumMo 0OHOBIISTH OTIEPAITMOHHYIO CHCTEMY TBOETO CMapTOHa;

Hcnonp3yil aHTUBUPYCHBIE MTPOTPAMMBI JIJIsl MOOMIIBHBIX TeNE(OHOB;

He 3arpy»kait npuioxkeHust OT HEU3BECTHOI'O MICTOYHUKA, BEJIb OHU MOTYT COJEP>KaTh BPEJOHOCHOE
nporpaMMHoOe 00ecrieueHue;

[Tocne TOro Kak Thl BHIHACIIL C caiiTa, I71€ BBOAMII JIMYHYIO HH(GOPMALUIO, 32l B HACTPOHKHU
Opay3sepa u ynanu cookies;

[leproanuecku npoBepsii, Kakue MIaTHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBoli HOMEp MOOMILHOTO TeJe(OoHa TOIBKO JIO/IIM, KOTOPBIX ThI 3HACIIb M KOMY JOBEpSCIIb;
Bluetooth momkeH ObITh BBIKIIIOYEH, KOT/Ia THI UM HE MoJb3yenibes. He 3a0bIBail MHOTIa MPOBEPSTH
3TO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UIPbl — 3TO KPAacOuYHbIE, 3aXBATHIBAIOIIME pPa3BlCUeHHs, 0OBbEAUHSAIONINE
COTHH ThICAY YEJIOBEK 10 BceMy MuUpy. Mrpoku uccienayroT JaHHBIH UM MHp, OOLIaroTCsS ApYr C
JIpPYroM, BBIIIOJIHSAIOT 33JlaHUsl, CPAXKAOTCS ¢ MOHCTPaMH M IIOJIy4arOT OMBIT. 3a YJOBOJIBCTBUE OHU
IUIATSAT: MOKYNAOT JUCK, OIIAaUMBAIOT Aa0OHEMEHT WM IPUOOPETAI0T KaKue-TO OMIIUU.

Bce stu cpenctBa MayT Ha mojjiep)kaHMe M pa3BUTHE UIPHI, a TaKKe Ha caMy Oe30MacHOCTb:
COBEPUICHCTBYIOTCSI CUCTEMbBI aBTOPH3ALIUH, BBIITYCKAIOTCS HOBBIE MaTyM (LHU(POBBIE 3aIUIATKH IS
IPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[OGHBIX urpax CTOUT OITaCaTbCs HE CTOJIbKO CBOHX COIICPHUKOB, CKOJIBKO Kpa)Xu TBOCTO
napoJjisg, Ha KOTOpOM OCHOBaHa CUCTEMaA aBTOPU3allNU OOIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO O€30ITaCHOCTH TBOET'O UTPOBOTO aKKAYHTA!

Ecnu npyroii urpok Beiet ceOs II10X0 WK co3aaeT Te0e HENPUATHOCTH, 3a0JI0OKMPYH €ro B CIIUCKE

UTPOKOB,;

[Toxamyiics aIMUHUCTPATOPaM UIPhI Ha IUIOXOE MOBEJCHUE 3TOTO UTPOKA, HKETATEIBHO MPUIIOKHUTH
KaKHe-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;

He yka3biBaii TuuHyr0 HHPOpPMAIUIO B TIpodaiisie Urpsl;

VYBaxkail Ipyrux y4acTHUKOB 110 UIPE;

He ycranaBnuBaii HeopuIMaTbHbBIC TATYH U MOJIBI;

Hcnonb3yi ciiokHbIe U pa3Hble TapOJIH;

Jlaxxe BO BpeMs UTpbl HE CTOUT OTKJIIOYaTh aHTUBUPYC. [1oka Thl Urpaeiib, TBOW KOMIBIOTEP MOTYT

3apa3uTh.

@OUIIUHT WIH Kpaka JIUYHBIX JaHHbIX

OObIuHON Kpaked NOeHer M JOKYMEHTOB CErOfHs YK€ HHUKOTO HE YJIUBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTHI 3JIOYMBIIIJICHHUKU TIEPEMECTHIIUCH B HHTEPHET, U MPOJI0JDKAIOT 3aHUMAThCS
«IFOOUMBIMY IEJIOM.

Tak mosiBUIachL HOBas yrposa: MHTCPHCT-MOIICHHNYCCTBA HJIN (I)I/II_HI/IHF, rjiaBHasd ILCJIb KOTOPOro
COCTOUT B INOJYYCHHUH KOH(I)I/I,ZLGHLII/IaJ'IBHI:IX JaHHBIX MOoJIb30BaTeNIeli — JOTUHOB U naponeﬁ. Ha



ook

aHTnuiickoMm si3bike phishing gnraercs kak ¢ummar (ot fishing — peiOHas noBns, password —
MapoJnb).

OCHOBHBIE COBETHI 110 0OpHOE ¢ (HYUIITHHTOM:

Crenu 3a cBOMM aKKayHTOM. EcIH Tl O103peBaeliib, 4YTo TBOSI aHKeTa Obljia B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKHUPOBATH €€ M COOOIIUTh aIMHHHUCTPATOPaM pecypca 00 ITOM Kak MOKHO
cKopee;

Hcnonb3yit 6e3omacHble BeO-CaliThl, B TOM YHCJIEC, HHTEPHET-Mara3nHOB 1 OUCKOBBIX CUCTEM;
Hcnonp3yii ciokHbIC U pa3Hble mapoin. Takum 00pa3om, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKH TIOJIy4aT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM;

Ecnu e B3110Mau, To HEOOXOAMMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE T0OABJICHBI Y
Te0s B IpY3bsIX, O TOM, UTO T€Os B3JIOMAJIU U, BO3MOXKHO, OT TBOEI0 UMEHH OYyJIET pacchlaThCs CriaM
Y CCHUIKU Ha (DUIIMHTOBBIC CAWTHI;

VYcranoBu HagexHbli naposib (PIN) Ha MoOubHbIH TenedoH;

OTKII0YM cOXpaHeHue napois B Opaysepe;

He oTkpeiBaii (haiisl 1 Ipyrue BIOKEHUS B IMCbMaX, 1a)Ke €CIIM OHU MPHUIILTH OT TBOUX JIPY3CH.
Jlyuiie yToO4HU y HUX, OTTIPABIISUIN JIM OHHU Te€OE 3TH (Paiiiibl.

Mudposas penyranus

[ludpoBast pemyrauus — 35TO HEraTUBHAas WIM IO3UTHBHAas HH(poOpMmalMs B ceTu o Tebe.
Komnpomerupyromast unHpopmanusi, pa3MelleHHass B MHTEpHETE, MOXXET CEpbe3HbIM 00pa3oM
OTpa3uTbcs Ha TBOEH peanpHOU ku3HU. «l{nudpoBas pemyranus» — 3TO TBOH MMHUIK, KOTOPBIH

dbopmupyetcs u3 uHGOpMammu o Tede B MHTEPHETE.

TBoe MecTO >XUTENbCTBa, Yy4eObl, TBOE (MHAHCOBOE IIOJIOKEHHE, OCOOCHHOCTH XapakTepa H
pacckasbl 0 OJIM3KHX — BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue moJipoCTKH JIETKOMBICICHHO OTHOCATCS K IyOJIMKaluu JuuHON uH(popmalnuu B MHTEpHETe,
HE TIOHMMasi BO3MOKHBIX TOCIEACTBUN. ThI Jake HE CMOXKEIIb JI0TaAaThCs 0 TOM, 4TO (hoTorpadus,
pa3MelieHHas 5 eT Ha3ajl, cTaja MPUYMHOM 0TKa3a MPUHATH TeOs Ha padoTy.

Kommenrapuu, pasmerieHue TBoux (otorpaduii U apyrue ASUCTBUS MOTYT HE HMCYE3HYTH Jlaxe
MOCJIE TOTO, KaK Thl X yAalHIIb. Thl HE 3HACIIb, KTO COXPAHMWII 3Ty UH(OpPMALIMIO, MONaa J1 OHa B
MOMCKOBBIE CUCTEMBI M COXPAaHWJIACh JIU OHA, a TJIABHOE: YTO MOAYMAIOT O TeOE OKpYKArOIIHe JIIOH,
KOTOpbIE HAWIyT M yBUIAT 3T0. HaiiTn mH(pOpMaIio MHOTO JIET CITyCTsI CMOXKET JIF000H — KaK M3
JNOOPBIX OOYKICHUH, TAaK U ¢ HAMEPEHUEM NMPUUUHHUTE BPEJ. DTO MOKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI I10 3aILUTE [UPPOBOM permyTaLliu:

[Tomymaii, mpeskae yem 4To-TO IMyOJUKOBATh U MepeiaBaTh y ceOst B 0JI0Te Wi B COIIMAILHOM CETH,
B nactpoiikax nmpo¢uiis yCTaHOBH OIPaHUYECHHUSI Ha IPOCMOTP TBOETO MPOGUIIS ¥ €r0 COAESPKUMOTO,
C/IeTIaii €r0 TOJBKO «UIS JPYy3eii»;

He pa3memnaii 1 He yka3biBail ”HHOPMAIIUIO, KOTOPAst MOKET KOTO-IM00 OCKOPOJIATH Wi O0OMKATh.

ABTOpCKOE MPaBo

CoBpeMeHHBIC MIKOJIBHUKA — aKTUBHBIC MOJIb30BATEIH IIUPPOBOro MpocTpancTBa. OIHAKO JaJIeKO
HE BCE 3HAIOT, YTO TOJIH30BAHNE MHOTHMH BO3MOKHOCTSMHU IIH(PPOBOTO MUpPA TPeOYET COOTIONCHHS
NpaB Ha UHTEJUICKTYaJIbHYI0 COOCTBEHHOCTD.

TepMuH «MHTEIUIEKTyalbHAS COOCTBEHHOCTBY» OTHOCHUTCS K PA3JIMYHBIM TBOPEHHUSM YEIIOBEUECKOTO
yMa, HauyuHasi C HOBBIX M300PETEHHMH W 3HAKOB, 0003HAYAIOMIMX COOCTBEHHOCTh HA MPOAYKTHI U
yCIyrd, W 3aKaHyuBas KHUramu, (GotorpadusiMu, KUHOQWIBMAMH U MY3bIKAJIbHBIMHU
MIPOU3BEICHUSIMHU.



ABTOpCKHE TIpaBa — A3TO MpaBa Ha MHTEIUICKTYAIbHYIO COOCTBEHHOCTh Ha INPOW3BEICHUS HAYKH,
JUTEepaTypbl U HCKYCCTBA. ABTOPCKHE IIpaBa BBICTYMAIOT B KAaueCTBE TapaHTUU TOTO, YTO
WHTEJUICKTYaJIbHBII/TBOPUECKUN TPy aBTOpa HE OyJeT HampacHbIM, JIaCT €My CIpPaBe/JIMBBIC
BO3MOKHOCTH 3apaboTaTh Ha pPe3yJibTaTax CBOETO TPyJAa, MOJIYyYHUTh W3BECTHOCTh W TPHU3HAHUE.
HukTo Oe3 pa3pelieHusi aBTopa HE MOXKET BOCIPOHM3BOIUTH €TI0 MPOM3BEICHUE, PACTIPOCTPAHSITH,
MyOJMYHO  JIEMOHCTPHUPOBATh, MpOJAaBaTh, HMMIIOPTUPOBATh, IyCKaTh B TPOKAT, IyOJUIHO
UCTIONHATH, ITOKa3bIBATH/UCTIONHATh B ddupe wimm pasmemarh B MHTepHeTe. Mcnonas3oBaHue
«IHPATCKOTO» MPOTPAMMHOTO 00ECTICUYSHHSI MOXKET MPUBECTH K MHOTUM PHUCKaM: OT TIOTEPH JTaHHBIX
K TBOUM aKKayHTaM J0 OJIOKHPOBKH TBOETO YCTPOMCTBa, Il YCTAaHOBIIEHA HeJlerajibHas IIporpaMma.
He crout Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JICTAJIbHBIC M OECIUIATHBIC MPOrPaMMBbI, KOTOPHIE
MO>KHO HaWTH B CETH.



